SHEIN

SUPPLIER SECURITY EXHIBIT
Note: Youican find the Chinese version in this link after the English Version. F1 SR T3 AR S o

This Supplier Security Exhibit (“Security Exhibit”) applies to the extent that Supplier Processes or has access to
Protected Data in connection with its obligations to SHEIN under the applicable agreement for the supply of Products
and/or Services (the “Primary Agreement”). This Security Exhibit sets forth the information security requirements
applicable to Supplier and describes the technical and organizational measures that Supplier shall'implement to
safeguard Protected Data before and during Processing.

Unless otherwise stated, in the event of a conflict between the Primary Agreement and this Security Exhibit, the
terms of this Security Exhibit will control as it relates to the Processing of Protected Data. This Security Exhibit is
provided in both English and Chinese for reference. In the event of any inconsistency or conflict between the English
version and the Chinese version, the English version shall prevail and control for purposes of interpretation and
enforcement.

1. Definitions

“Backdoor” means any unauthorized, hidden, or undocumented method of bypassing authentication, access
controls, or other security protections in any system, software, or infrastructure within Supplier Systems that is used
to provide the Products or Services, or that interacts with SHEIN Systems, including any means of gaining remote or
local access without SHEIN’s prior written approval.

“Confidential Information” means any confidential information or materials relating to the business, products,
customers or employees of SHEIN and includes, without limitation, trade secrets, know-how, inventions, techniques,
processes, programs, schematics, software source documents, data, customer lists, financial infarmation, pricing,
product development, sales and marketing plans, or information that the Supplier knows or has reason to know is
confidential, proprietary or trade secret information obtained by Supplier from SHEIN or at the request or direction
of SHEIN in the course of performing the Services: (i) that has been marked as confidential; (ii) whose confidential
nature has been made known by SHEIN to the Supplier; or (iii) that, due to its character and nature, a reasonable
person under like circumstances would treat as confidential.

“Critical-severity Security Incident” means a Security Incident affecting Protected Data that has caused, or is highly
likely to cause, catastrophic impacts, resulting in extremely severe harm to SHEIN's core business operations, critical
infrastructure, financial condition, legal position, or reputation.

“High-severity Security Incident” means a Security Incident affecting Protected Data that has caused, or may cause,
serious impacts, resulting in significant damage to SHEIN's important business operations, systems, data, or
reputation, but not at a catastrophic level.

“Low-severity Security Incident” means a Security Incident affecting Protected Data that has caused, or is likely to
cause, only minor impacts, resulting in little to no substantive damage to SHEIN's business operations, systems, or
data, or that merely presents potential indicators requiring attention.

“Medium-severity Security Incident” means a Security Incident affecting Protected Data that has caused, or may
cause, moderate impacts, resulting in specific disruptions or.damage to SHEIN's routine business operations,.non-
critical systems, or data, with limited scope and extent.

“Personal Data” means any information Processed by Supplier in connection with the performance of the Services
under the Primary Agreement that identifies, relates to, describes, is reasonably capable of being associated with,
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or could reasonably be linked, directly or indirectly, to an identified or identifiable natural person or household. This
includes, without limitation, information pertaining to SHEIN Group Affiliates, customers, partners, contractors, and
suppliers. Personal Data is Protected Data.

“Process” and any other form of the verb “Process” means any operation or set of operations that is performed
upon Protected Data, whether or not by automatic means, such as collection, recording, securing, organization,
storage, adaptation or alteration, access to, retrieval, consultation, use, disclosure by transmission, dissemination or
otherwise making available, alignment or combination, blocking, erasure, or destruction.

“Products” means Supplier hardware and software products.
“Protected Data” means Personal Data and Confidential Information.

“Representatives” means either Party and its affiliate’s officers, directors, employees, agents, contractors,
temporary personnel, sub-processors, subcontractors, and consultants.

“Security Incident” means a confirmed, reasonably suspected, or imminent threat involving unauthorized access,
use, disclosure, breach, alteration, theft, loss, corruption, or destruction of Protected Data, or any event that
compromises its confidentiality, integrity, or availability within SHEIN Systems or Supplier Systems.

“Services” means the services provided by Supplier as described in any service description, offer document,
statement of work, or purchase order accepted by SHEIN under the Primary Agreement.

“SHEIN” means the SHEIN Group Affiliate that is a party to the Primary Agreement.

“SHEIN Group Affiliate” means Roadget Business Pte., Ltd., Infinite Styles Ecommerce Co., Ltd., SHEIN Distribution
Corporation, and any entity directly or indirectly controlled by, controlling, or under common control with any of
the foregoing, where “control” means either: (i) direct or indirect ownership of more than fifty percent (50%) of the
voting interests of the entity; or (ii) the ability to direct or cause the direction of the management or policies of such
entity, whether through ownership, contractual rights, or otherwise.

“SHEIN Systems” means SHEIN’s proprietary or managed information technology infrastructure, including networks,
servers, databases, applications, endpoints, and APIs, as well as systems maintained by SHEIN’s authorized third
parties on SHEIN’s behalf.

“Supplier” means the entity that is a party to the Primary Agreement with SHEIN.

“Supplier Systems” means any information technology infrastructure, systems, networks, applications, platforms,
devices, hardware, software, or tools owned, controlled, or operated by or on behalf of Supplier, including those
used to access, store, transmit, or otherwise Process Protected Data or interact with SHEIN Systems.

2. General Security Practices

Supplier has implemented and shall maintain appropriate technical and organizational measures designed to protect
Protected Data against accidental loss, destruction or alteration, unauthorized disclosure or access, or unlawful
destruction, including the policies, procedures, and internal controls set forth in this Security Exhibit for its personnel,
equipment, and facilities at Supplier’s locations involved in performing any part of the Primary Agreement.

3. General Compliance

3.1. Compliance. Supplier shall implement, document, and maintain processes and procedures designed to
ensure compliance with legal, statutory, regulatory, or contractual obligations related to information
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3.2

3.3.

3.4.

3.5.

3.6.

2.

3.8.

security or other security requirements. Such processes and procedures shall be designed to provide
appropriate security to protect Protected Data given the risk posed by the nature of the data Processed
by Supplier. Supplier shall implement and operate information security in accordance with Supplier’s
own policies and procedures, which shall be no lessstrict than the information security requirements set
forth in this Security Exhibit.

Protection of records. Supplier shall implement appropriate procedures designed to protect records
from loss, destruction, falsification, unauthorized access, and unauthorized release, in accordance with
legislative, regulatory, and contractual requirements.

Review of information security. Supplier's approach to managing information security and its
implementation (i.e., control objectives, controls, policies, processes, and procedures) shall be reviewed
at planned intervals or when significant changes occur by appropriate internal or external assessors.

Compliance with security policies and standards. Supplier's management shall regularly review the
compliance of information processing and procedures with the appropriate applicable security policies
and standards.

Technical compliance review. Supplier shall regularly review Supplier Systems for compliance with
Supplier’s information security policies and standards.

Information Risk Management (“IRM”). Supplier shall implement and utilize an appropriate information
risk management process to frame, assess, respond to, and monitor risk, consistent with applicable
contractualand legal obligations. Supplier is required to have a risk management framework and conduct
periodic risk assessments of its environment and systems to understand the risks and apply appropriate
controls to manage and mitigate such risks. Threat and vulnerability assessments must be periodically
reviewed, and prompt remediation actions taken where material weaknesses are found. Supplier will
provide SHEIN with relevant summary reports and analysis upon written request, provided the disclosure
of which would not violate Supplier’s own information security policies, or applicable laws.

Security Assessments. Supplier shall cooperate with SHEIN’s security risk assessment and onboarding
processes, including completing any required security questionnaires or related information requests
concerning Supplier’s Information Security Program and controls for Protected Data. Supplier shall
provide accurate and complete information as requested.

Audits and Assessments. Without prejudice to SHEIN’s audit rights under the Primary Agreement or any
applicable data protection addendum, Supplier shall respond promptly to and cooperate with reasonable
requests by SHEIN for security assessments, scans, discovery activities, testing results, and audit reports
relating to Supplier’s Information Security Program and the Processing of Protected Data.

4. Technical and Organizational Measures for Security

4.1.

(a)

(b)

Information Security Program

Program Implementation and Scope. Supplier shall.implement, maintain, and comply with a
comprehensive, written information security program (“Information Security Program”) that includes
appropriate administrative, technical, and physical safeguards. The Information Security Programshall
be designed to ensure the confidentiality, integrity, and availability of Supplier Systems, and of all
Protected Data that Supplier accesses, Processes, or has in its possession or control.

Risk-Based Security Objectives. The Information Security Program shall be reasonably designed to: (i)
identify, assess, and protect against reasonably foreseeable internal and external threats to the
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security and integrity of Supplier Systems, SHEIN Systems, and Protected Data; (ii) prevent
unauthorized access to, use of, alteration of, or destruction of Supplier Systems, SHEIN Systems, and
Protected Data; (iii) ensure secure and auditable disposal of Protected Data; and (iv) ensure that SHEIN
is promptly notified in the event of a Security Incident in accordance with the requirements of this
Security Exhibit.

(c) Program Maintenance and Continuous Improvement. Supplier shall regularly monitor, evaluate, and
adjust its Information Security Program in response to changes in applicable laws, industry security
standards, technology, the sensitivity of Protected Data, the threat environment, and changes to
Supplier’s operational or technical environment, including mergers, acquisitions, divestitures, joint
ventures, outsourcing arrangements, or material modifications to Supplier Systems or data flows.

4.2. Organization of Information Security

(a) Assigned Information Security Responsibility. Supplier shall appoint one or more security officers or
other qualified individuals with appropriate, recognized information security credentials and
qualifications to assume overall responsibility for its Information Security Program. Supplier shall
provide the names and contact details of its designated security officers to SHEIN and promptly notify
SHEIN of any changes.

(b) Security Roles and Responsibilities. Supplier shall define internal roles and responsibilities for
individuals responsible for security-related tasks and shall establish an information security committee
consisting of cross-functional management representatives that meets regularly.

(c) Project Management. Supplier shall address information security in project management to identify
and appropriately address information security risks.

(d) Risk Management. Supplier shall have a risk management framework and conduct periodic risk
assessments of its environment and systems to understand its risks and apply appropriate controls to
manage and mitigate risks before Processing Protected Data.

4.3. Human Resources Security

(a) General. Supplier shall ensure that its personnel are under a confidentiality agreement that includes
the protection of Protected Data and shall provide adequate training about relevant privacy and
security policies and procedures. Supplier shall further inform its personnel of potential consequences
of breaching Supplier’s security policies and procedures, which shall include disciplinary action,
including possible termination of employment for Supplier’s employees and termination of contract or
assignment for Representatives and temporary personnel.

(b) Security Awareness and Training. Supplier personnel with access to Protected Data shall receive
appropriate, periodic education and training regarding privacy and security procedures to aid in the
prevention of unauthorized use, or inadvertent disclosure, of Protected Data, and training regarding
how to effectively respond to security incidents. Training shall be provided before Supplier personnel
are granted access to Protected Data or begin providing the Services. Training shall be regularly
reinforced at least annually through refresher training and awareness materials.

(c) Background Checks. In addition to any other terms in the Primary Agreement related to this subject
matter, Supplier shall conduct background checks for its personnel, in compliance with applicable laws
and Supplier’s policies.

4.4. Personnel Access Controls
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(a) Limited Use. Supplier understands and acknowledges that SHEIN may be granting Supplier access to
sensitive and proprietary information and SHEIN Systems. Supplier will not (i) access the Protected Data
or SHEIN Systems for any purpose other than as necessary to perform its obligations to SHEIN; or (ii)
use any system access information or log-in credentials to gain unauthorized access to Protected Data
or SHEIN Systems, or to exceed the scope of any authorized access.

(b) Authorization. Supplier shall restrict access to Protected Data, Supplier Systems, and SHEIN Systems at
all times solely to those Representatives whose access is necessary to performing Supplier’s obligations
to SHEIN.

(c) Personnel Access Management. Supplier shall (i) prohibit personnel from copying or transmitting
Protected Data, except as necessary to deliver the Services (and any such copies will be considered
Protected Data); (ii) immediately revoke access upon a change in job responsibilities or status; (iii)
promptly notify SHEIN of any changes to SHEIN account access resulting from changes in employment
status; (iv) maintain written records of the application, approval, and revocation processes for accounts
and privileges; (v) implement strong passphrase requirements that align with industry standards for
user authentication (or if authentication is not based on passwords, the method shall be assessed and
approved by SHEIN in advance); and (vi) prohibit altering or deleting Protected Data, or taking any
actions that could compromise the availability, confidentiality, or integrity of SHEIN systems and
Protected Data.

(d) Acceptable Use of SHEIN Systems and Facilities. To the extent Supplier personnel are granted access
to SHEIN Systems or SHEIN-controlled facilities, such personnel shall comply with applicable SHEIN
internal security and acceptable use policies governing such access. SHEIN shall make such applicable
policies available to Supplier upon request or prior to granting such access.

(e) External-Facing System Authentication. Supplier shall implement multi-factor authentication (MFA)
for. all systems and applications accessible over public networks that process Protected Data, or
connect to SHEIN Systems.

4.5. Secure Disposal of Protected Data. Supplier shall use data disposal methods appropriate to the storage
medium and consistent with recognized industry standards, including NIST SP 800-88 Rev. 1 (Purge or
Destroy) or a functionally equivalent alternative. All such deletion shall render Protected Data
permanently unreadable, inaccessible, and irretrievable. Upon SHEIN’s written request, Supplier shall
provide a written certification confirming that Protected Data has been securely and permanently
deleted in accordance with this provision.

4.6. Device and Media Security

(a) Encryption and Transport of Protected Data. Supplier shall encrypt all devices that store or otherwise
Process Protected Data, including without limitation desktops, laptops, mobile devices, servers, and
removable media. Any media containing Protected Data that is transferred outside Supplier’s facilities
shall be encrypted using industry-standard protocols, logged, authorized by appropriate management,
and' transmitted via a secure, trackable delivery method. Backup and archival media containing
Protected Data shall also be encrypted, and access to such. off-site media shall be restricted to
authorized personnel.

(b) Device Configuration and Use Restrictions. Supplier shall ensure that (i) no removable media is used
in connection with the Services or Protected Data unless prior written authorization is obtained from
SHEIN; (ii) the latest recommended versions of operating systems, software, and firmware are installed
on Supplier Systems; (iii) all devices used to provide Services are equipped with effective malware
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(a)

(b)

4.8. P

(a)

(d)

4.9.

4.10.

5. Manag

5.1.

v 2.1 effecti

protection and automatically receive updated patches and virus definitions at least daily; and (iv) all
devices are properly hardened to address known or reasonably foreseeable security vulnerabilities.

Storage Security

General. Supplier shall implement and maintain appropriate and robust measures to protect Protected
Data in electronic storage against unauthorized access, use, disclosure, alteration, or destruction.

Encryption and Data Handling Requirements. Supplier shall (i) encrypt Protected Data using algorithms
and key lengths that meet or exceed industry-recognized security standards; (ii) logically segregate
Protected Data from Supplier’s other data, and (iii) prohibit the storage of Protected Data in plaintext
in any environment.

hysical and Environmental Security

Physical Access to Facilities. Supplier shall: (i) limit physical access to facilities where systems that
Process Protected Data are located to authorized individuals only; (ii) define and maintain appropriate
security perimeters to protect areas containing Protected Data and Processing systems; (iii) ensure
such facilities are continuously monitored and access-controlled at all times (24x7); and (iv) implement
access control procedures using key card systems and/or appropriate sign-in protocols, register all
personnel accessing the facilities, and require them to carry valid identification badges at all times.

Physical Access to Equipment. Supplier equipment used to Process Protected Data shall be protected
using industry-standard physical security controls to limit access to authorized personnel.

Protection from Environmental Disruptions. Supplier shall implement appropriate controls designed
to protect against data loss resulting from power supply failures, electrical surges, or line interference
affecting Supplier Systems.

Clean Desk and Screen Policy. Supplier shall implement and enforce policies requiring a “clean desk”
and “clear screen” environment to prevent inadvertent access to or disclosure of Protected Data.

Subcontractors and Representatives. Supplier shall ensure that all Representatives, including
subcontractors and sub-processors, who Process Protected Data, access SHEIN Systems, or perform
services subject to this Security Exhibit, comply with security measures no less stringent than those set
forth in this Security Exhibit, to the extent applicable to their role.

Backdoor Prohibition. Supplier shall ensure that no Backdoors are included in any Products or Services
provided or made available to SHEIN. Supplier shall not, under any circumstances, intentionally create,
retain or permit any Representatives to create or retain, any Backdoors.

ement of Security Incidents

Security Incident Response Plan. Supplier shall document, implement, maintain, and periodically test a
comprehensive Security Incident Response Plan (“Security Incident Response Plan”). The plan shall
include policies and procedures to detect, respond to, and recover from Security Incidents in a timely,
effective, and orderly manner. It shall define clear escalation paths, personnel roles and responsibilities,
and internal and external communication protocols: The plan shall be regularly reviewed and tested to
ensure ongoing effectiveness. All Representatives shall be made aware of their responsibilities to report
Security Incidents in accordance with the Security Incident Response Plan.
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6.

7.

5.2.

5.3.

5.4.

5.5.

Incident Classification and Impact Assessment. The Security Incident Response Plan shall include an
incident classification framework for determining whether a security event qualifies as a Security Incident.
The classification shall be based on the potential or actualimpact and scope of the event.

Contingency Planning. Supplier shall maintain emergency and contingency plans for all facilities that host
Supplier Systems which Process Protected Data. Supplier shall verify the effectiveness of such
information security continuity controls at regular intervals.

Response Process and Coordination. Supplier shall take immediate action to contain and mitigate the
impact of any Security Incident. Supplier shall designate one or more points of contact available to SHEIN
for coordination during incident response activities. Upon request and to the extent permitted by
applicable law and contract, Supplier shall provide SHEIN with access to relevant security logs and
supporting information. Supplier shall also deliver detailed incident reports and supporting
documentation, including forensic investigation results and remediation steps, on a daily basis or at such
other frequency reasonably requested by SHEIN throughout the incident response lifecycle.

Data Recovery. Supplier shall maintain redundant storage and implement data recovery procedures
sufficient to reconstruct Protected Data in its original state as recorded in the most recent backup
provided by SHEIN.

Supplemental Security Annexes

6.1.

(a)

Supplier shall comply with the supplemental technical and organizational security measures applicable
to the type of Services Supplier provides under the Primary Agreement. These requirements are set forth
in the following Annexes, each of which forms part of this Security Exhibit and may be updated by SHEIN
from time to time. SHEIN shall notify Supplier of any material changes to the Annexes.

Annex 1 - Software-as-a-Service (SaaS) Requirements: To the extent Supplier provides hosted or
cloud-based software applications to SHEIN (including platforms accessed via web or mobile interfaces),
Supplier shall comply with Annex 1 - Software-as-a-Service (SaaS) Requirements (Annex 1 below).

Annex 2 - API Integration Requirements. To the extent Supplier integrates with SHEIN Systems through
application programming interfaces (APIs) developed, operated, or maintained by the Supplier, Supplier
shall comply with Annex 2 - API Integration Requirements (Annex 2 below).

Annex 3 - Installed Software Requirements. To the extent Supplier provides software that is installed
and operated by SHEIN within SHEIN’s environment or that of a third party acting on SHEIN’s behalf
(e.g., on-premises or self-hosted applications under SHEIN’s control), and such software is not part of
a hosted or SaaS offering, Supplier shall comply with Annex 3 — Installed Software Requirements
(Annex 3 below)

Annex 4 - SHEIN On-Prem Deployment Requirements. To the extent Supplier provides software or
systems that are managed or operated by Supplier but physically hosted within SHEIN-controlled
environments (e.g., server rooms or colocation centers), Supplier shall comply with Annex 4 — SHEIN
On-Prem Deployment Requirements (Annex 4 below).

Annex 5 - Third-Party Warehousing Requirements. To the extent Supplier provides warehousing
services on behalf of SHEIN, including the handling of goods, fulfillment activities, or use of systems
that collect or Process data related to warehouse operations (e.g., Warehouse Management Systems
or sensor-based tracking), Supplier shall. comply with Annex 5 - Third-Party Warehousing
Requirements (Annex 5 below).

Notification Obligations
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7.1. Notification. Supplier shall, within twenty-four (24) hours of confirmation, notify SHEIN at
security@sheingroup.com and privacy@sheingroup.com if any of the following events occur: (i) any
unmitigated, material security vulnerability or weakness in SHEIN Systems or Supplier Systems, known
to Supplier, that has compromised Protected Data; (ii) any Security Incident that compromises, or is
reasonably likely to compromise, the security of Protected Data and materially impair the business
operations of SHEIN; (iii) any Security Incident that negatively impacts the confidentiality, integrity, and
availability of Protected Data; or (iv) any known and willful failure or inability to maintain material
compliance with requirements of this Security Exhibit and applicable laws.

7.2. Cooperation. Supplier shall respond promptly to any reasonable requests from SHEIN for information,
cooperation, and assistance in any post-incident investigation, remediation, or communication efforts.

7.3.  Security Communication. Except to the extent required by applicable law or by pre-existing contractual
obligations, Supplier shall not disclose to any third party the occurrence of any event described in this
Section in any manner that references or identifies SHEIN without obtaining SHEIN’s prior written consent.
If disclosure is legally required, Supplier shall coordinate in good faith with SHEIN regarding the timing,
content, and recipients of such disclosure. Supplier shall also cooperate fully with SHEIN and any
applicable law enforcement or regulatory authorities concerning any unauthorized access to SHEIN
Systems or Protected Data. To the extent any such event is attributable to Supplier’s fault, Supplier shall
bear the costs of any necessary remediation, including data reproduction or other corrective actions
required to address the incident or compromise.
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ANNEX 1 — SOFTWARE-AS-A-SERVICE (SAAS) REQUIREMENTS

This Annex 1 =Software-as-a-Service (SaaS) Requirements (“Annex 1”) applies to the extent that Supplier provides
hosted or cloud-based software applications to SHEIN, including platforms accessed via web or mobile interfaces
(“SaaS Services”). This Annex 1 describes the technical and organizational security measures that shall be
implemented and maintained by Supplier to ensure the confidentiality, integrity, and availability of SHEIN Systems
and Protected Data Processed through such Saa$ Services.

Unless otherwise stated, in the event of a conflict between the Primary Agreement and this Annex 1, the terms of
this Annex 1 shall control with respect to the security of the Saa$S Services.

1. Transmission Security

1.1. General. Supplier shall implement and maintain robust controls to protect against unauthorized access
to or disruption of Supplier Systems, SHEIN Systems, and Protected Data during transmission over
electronic communication networks.

1.2. Specific controls. Supplier shall: (i) restrict connections between untrusted networks and Supplier
Systems containing Protected Data; (ii) implement application firewalls to protect against application-
relevant threats, ensuring the firewalls include security capabilities such as access control, boundary
protection, and intrusion prevention; (iii) use industry-standard encryption methods for data in transit;
and (iv) maintain the ability to control and secure traffic at the internet boundary, internal VPC boundary,
and host boundary.

2. Operation and Processing Security

2.1. ‘General. Supplier shall implement policies, procedures, and technical controls to safeguard Supplier
Systems during operation and ensure the secure Processing of Protected Data within Supplier Systems.

2.2. Specific controls. Supplier shall: (i) maintain capabilities for identity verification, access control, and
operational auditing of maintenance activities; (ii) maintain real-time host intrusion detection and
prevention capabilities, deploy and operate Endpoint Detection and Response (EDR) solutions, as well as
antivirus protection; and (iii) implement de-identification or masking of Personal Data displayed through
user interfaces. If plaintext Personal Data (e.g., identification numbers) must be viewed, such access shall
require manual action and be logged.

3. Security Assessments and Testing

3.1. General. Supplier shall perform security assessments, tests, and audits on Supplier Systems to identify
and address security vulnerabilities, issues, and findings. These assessments shall cover all relevant
administrative, technical, and management controls of Supplier and encompass the entire system
lifecycle (requirements, design, coding, testing, deployment, and decommissioning) as well as the data
lifecycle (collection, storage, processing, transmission, access, destruction).

3.2. Specific controls. Supplier shall: (i) perform vulnerability.assessments on Supplier Systems at regular
intervals, including applications, infrastructure, containers, web applications, and third-party
dependencies, categorizing vulnerabilities based: on industry standards (e.g., CVSS); (ii) remediate
vulnerabilities based on severity: Critical within seven (7) days, High within fourteen (14) days, Medium
within thirty (30) days, and all others within sixty (60) days; (iii) maintain the capability to.respond to
emergency situations involving zero-day vulnerabilities and promptly address and remediate such issues;
(iv) engage independent third parties to conduct network vulnerability assessments at least annually; (v)
implement a security audit program to test and remediate controls at least annually or when significant
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3.3.

changes impact the security of Protected Data; (vi) conduct an annual risk assessment to evaluate threats
and vulnerabilities related to Supplier Systems, facilities, and processes handling Protected Data, and
document. a remediation plan; (vii) conduct annual penetration testing by a trusted third party and
remediate any Medium, High, or Critical vulnerabilities within thirty (30), fourteen (14), and seven (7)
days, respectively; (viii) conduct code security audits annually by a trusted third party, confirming the
absence or remediation of any Medium or higher risk vulnerabilities; and (ix) upon request, provide
SHEIN with results of any assessments, audits, tests, or related reports from the Supplier’s Information
Security Program.

Security Incident Containment and Remediation Timelines. Supplier shall cooperate fully in the
containment and remediation of Security Incidents as follows: (i) for Critical-severity Security Incidents,
containment shall be achieved within one (1) hour and remediation completed within'one (1) day; (ii) for
High-severity Security Incidents, containment shall be achieved within two (2) hours and remediation
completed within three (3) days; (iii) for Medium-severity Security Incidents, containment shall be
achieved within four (4) hours and remediation completed within seven (7) days; and (iv) for Low-severity
Security Incidents, containment shall be achieved within eight (8) hours and remediation completed
within fourteen (14) days.

4. Audit Logging

4.1.

4.2.

Logging capabilities. Supplier shall implement and maintain tools and procedures to record and monitor
activity within Supplier Systems that Process or store electronic information.

Logging requirements. Supplier shall ensure that logs: (i) capture key user activities (e.g., logins,
operations, and relevant actions) and are accessible to SHEIN upon request; and (ii) are retained for a
duration of at least six (6) months, and for such additional period as may be necessary to.comply with
applicable legal, regulatory, and business requirements.

5. Contingency Planning and Disaster Recovery

5.1.

5.2.

General. Supplier shall implement and maintain contingency plans to_address emergencies or other
disruptive events (e.g., system failure, fire, vandalism, natural disaster) that could damage or destroy
Supplier Systems or Protected Data. These plans shall include a tested and continuously updated data
backup plan and disaster recovery plan.

Specific controls. Supplier shall: (i) perform data backups of Supplier Systems according to a defined
schedule, with the capability to execute remote (cross-cloud) data backups; and (ii) maintain formal
business continuity and disaster recovery plans for Supplier Systems and processes used to provide
Services, with testing conducted at least annually and plans updated as necessary.

6. Access Control.

6.1.

Protocol support. Supplier shall support Security Assertion Markup Language (SAML) and/or OAuth
protocols to enable Single Sign-On (SSO) integration with SHEIN Systems.

7. Server Room Security

7.1

7.2.

General. If Supplier hosts its own server rooms, it shall implement appropriate measures to ensure the
availability and integrity of systems supporting SaaS Services.

Specific controls. Supplier shall: (i) maintain IT management standards and operational manuals, and
ensure dedicated IT personnel are available to effectively oversee and manage IT systems; (ii) implement
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access controls and monitoring systems to safeguard infrastructure; and (iii) implement appropriate

envir ental controls to mitigate risks related to temperature, humidity, fire, or other environmental
h e

<<>‘x e\‘k

@\é {o\\\ (‘,\\\

Page 11 of 36
v 2.1 effective 02-01-2026
Supplier Security Exhibit



SHEIN

ANNEX 2 — API INTEGRATION REQUIREMENTS

This Annex 2 = API Integration Requirements ("Annex 2") applies to the extent that Supplier connects to SHEIN
Systems using Supplier-developed Application Programming Interfaces (APIs) ("API Services"). This category includes
real-time data synchronization between Supplier Systems and SHEIN Systems and typically involves the exchange of
sensitive business, transactional, and customer data. This Annex 2 sets forth the technical and organizationalsecurity
measures that Supplier shall implement and maintain to ensure the confidentiality, integrity, and availability of
SHEIN Systems and Protected Data transmitted or Processed through such API Services.

Unless otherwise stated, in the event of a conflict between the Primary Agreement and this Annex 2, the terms of
this Annex 2 shall control with respect to the security of the API Services.

1. Transmission Security

1.1.

1.2.

General. Supplier shall implement and maintain robust controls to protect against unauthorized access
to or disruption of Supplier Systems, SHEIN Systems, and Protected Data during transmission over
electronic communication networks.

Specific controls. Supplier shall: (i) use industry-standard encryption methods for all data transmissions;
(ii) maintain the capability to control and secure traffic at the internet boundary, internal VPC boundary,
and host boundary; and (iii) implement application firewalls to protect against application-relevant
threats, including capabilities such as access control, boundary protection, and intrusion prevention.

2. Audit Logging

2.1

2.2,

2.3.

General. Supplier shall implement and maintain tools and procedures to record and examine activity
within Supplier Systems that Process or store electronic information.

Specific controls. Supplier shall ensure that logs: (i) capture key user activities (e.g., logins, operations,
and relevant actions) and are accessible to SHEIN upon request; and (ii).are retained for a duration of at
least six (6) months, and for such additional period as may be necessary to comply with applicable legal,
regulatory, and business requirements.

Security Incident Containment and Remediation Timelines. Supplier shall cooperate fully in the
containment and remediation of Security Incidents as follows: (i) for Critical-severity Security Incidents,
containment shall be achieved within one (1) hour and remediation completed within one (1) day; (ii) for
High-severity Security Incidents, containment shall be achieved within two (2) hours and remediation
completed within three (3) days; (iii) for Medium-severity Security Incidents, containment shall be
achieved within four (4) hours and remediation completed within seven (7) days; and (iv) for Low-severity
Security Incidents, containment shall be achieved within eight (8) hours and remediation completed
within fourteen (14) days.

3. Operation and Processing Security

3.1

3.2.

General. Supplier shall implement policies, procedures,-and.technical controls to safeguard Supplier
Systems during operation.

Specific controls. Supplier shall: (i) maintain capabilities for identity verification, access control, and
operational auditing for maintenance activities; (ii) maintain real-time host intrusion detection and
prevention capabilities, deploy and operate Endpoint Detection and Response (EDR) solutions, as well as
antivirus protection; and (iii) implement de-identification or masking of Personal Data displayed through

Page 12 of 36

v 2.1 effective 02-01-2026
Supplier Security Exhibit



SHEIN

interfaces. If plaintext Personal Data must be viewed (e.g., identification numbers), such access shall
require manual action and be logged.

4. Authentication

4.1. General. Supplier shall implement robust authentication mechanisms in accordance with industry
standards for security and privacy, such as OAuth 2.0 or equivalent protocols.

4.2. Specific controls. Supplier shall: (i) implement token-based authentication with configurable expiration
periods, allowing SHEIN to view and set expiration timeframes as required; and (ii) support Just-In-Time
(JIT) access to grant time-limited, on-demand privileged access to resources.

5. Input validation

5.1. General. Supplier shall implement robust input validation mechanisms aligned with industry best
practices to ensure the integrity and security of APl interactions.

5.2. Specific controls. Supplier shall: (i) validate all input data received through APl connections for type,
length, format, and business logic consistency prior to Processing; (ii) implement protective
countermeasures to prevent malicious command execution, injection attacks, and automated or random
data queries, such as whitelisting, parameterized queries, and human verification mechanisms (e.g.,
CAPTCHA); (iii) remove or neutralize any dangerous content to mitigate the risk of code execution,
command injection, or data corruption; and (iv) implement rate limiting or throttling measures to
mitigate Denial of Service (DoS) risks.

6. Security Assessments and Testing

6.1. _General. Supplier shall perform security assessments, tests, and audits on Supplier Systems connected
to SHEIN Systems to identify and address vulnerabilities. These assessments shall cover all relevant
administrative, technical, and management controls, the system lifecycle (requirements through
decommissioning), and the data lifecycle.

6.2. Specific controls. Supplier shall: (i) perform regular vulnerability assessments on Supplier Systems,
categorizing findings using industry standards (e.g., CVSS); (ii) remediate vulnerabilities based on severity:
Critical within seven (7) days, High within fourteen (14) days, Medium within thirty (30) days, and all
others within sixty (60) days; (iii) maintain capabilities to respond promptly to zero-day vulnerabilities;
(iv) implement a security audit program to test and remediate controls at least annually or after
significant changes impacting Protected Data; (v) conduct an annual risk assessment documenting
threats, vulnerabilities, and remediation plans; (vi) conduct annual penetration tests by a trusted third
party, with reports confirming resolution of Medium, High, and Critical vulnerabilities within thirty (30),
fourteen (14), and seven (7) days, respectively; (vii) perform annual third-party code security audits,
confirming that Medium or higher-risk vulnerabilities are either absent or remediated; and (viii) upon
request, provide SHEIN with the results of any related assessments, tests, or audits.

7. Contingency Planning and Disaster Recovery

7.1. General. Supplier shall maintain contingency plans to address events that could damage or destroy
Supplier Systems or Protected Data (e.g., system failure, fire, vandalism, or natural disaster). These shall
include data backup and disaster recovery procedures tested annually and regularly improved.

7.2. Specific controls. Supplier shall: (i) perform data backups of Supplier Systems on a defined schedule, with
the capability for remote (cross-cloud) execution; and (ii) maintain formal business continuity and
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disaster recovery plans for Supplier Systems used to provide API Services, with annual testing and
continual improvement.
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ANNEX 3 — INSTALLED SOFTWARE REQUIREMENTS

This Annex 3 = Installed Software Requirements (“Annex 3”) applies to the extent that Supplier provides software
solutions intended for deployment within environments operated by SHEIN or by a third party on SHEIN’s behalf,
including SHEIN-managed servers, infrastructure, or other controlled environments, where the software is installed,
configured, and operated by SHEIN. This excludes Software-as-a-Service (SaaS) platforms and hosted software
managed by Supplier. This category includes customizable software delivered by the Supplier, allowing SHEIN to
configure and tailor the platform to meet specific operational and security requirements.

Unless otherwise stated, in the event of a conflict between the Primary Agreement and this Annex 3, the terms of
this Annex 3 shall control with respect to the security of the software.

1. Secure Software Development

1.1. General. Supplier shall implement and maintain policies and procedures to ensure the security and
integrity of all software provided to SHEIN throughout its Software Development Life Cycle (SDLC).

1.2. Specific controls. Supplier shall: (i) integrate security requirements into every phase of the SDLC to
ensure vulnerabilities are identified and addressed early, including during requirements gathering,
design, development, testing, deployment, and maintenance; (ii) perform rigorous security testing
throughout the SDLC, including static application security testing (SAST), dynamic application security
testing (DAST), and vulnerability assessments; (iii) adhere to industry-recognized secure coding practices
(e.g., OWASP or SANS/CWE) and conduct regular secure code reviews; (iv) ensure that all third-party
components, libraries, and frameworks used in the software are regularly scanned, patched, and
validated for known vulnerabilities; and (v) ensure that testing environments operate on infrastructure
that'is logically or physically separated from production environments, and that test data is controlled,
protected, and removed before deployment.

2. Security Assessments and Testing

2.1. General. Supplier shall perform regular security assessments, tests, and audits on the software to identify
and address vulnerabilities. These assessments shall cover the system and data lifecycle.

2.2. Specific controls. Supplier shall: (i) perform regular vulnerability assessments on the software,
categorizing findings using industry standards (e.g., CVSS); (ii) remediate vulnerabilities based on severity:
Critical within seven (7) days, High within fourteen (14) days, Medium within thirty (30) days, and all
others within sixty (60) days; (iii) maintain capabilities to respond promptly to zero-day vulnerabilities;
(iv) conduct annual penetration testing by a trusted third party, with reports confirming resolution of
Medium, High, and Critical vulnerabilities within thirty (30), fourteen (14), and seven (7) days,
respectively; (v) conduct annual third-party code security audits, confirming that Medium or higher-risk
vulnerabilities are either absent or remediated; and (vi) upon request, provide SHEIN with the results of
any related assessments, tests, or audits.

3. Change and Configuration Management

3.1. . General. Supplier shall maintain policies and procedures for managing changes and configurations to
ensure system integrity, security, and reliability. Supplier shall communicate all material changes to
SHEIN in a timely manner.

3.2. Specific controls. Supplier shall: (i) maintain a process for documenting, testing, and approving changes
before production deployment; (ii) implement version control systems to track configuration changes
and maintain detailed change records; (iii) review and validate configurations regularly for compliance
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with security and regulatory standards; and (iv) implement a rollback process to restore systems to a
stable state if a change causes instability.

4. Software Updates

4.1. General. Supplier shall implement a robust patch management process to identify and resolve software
vulnerabilities.

4.2. Specific controls. Supplier shall maintain a security patching process that requires applying critical
patches to software within twenty-four (24) hours and all other patches to software in a timely manner.

5. Third-party Management

5.1. General. Supplier shall establish, implement, and enforce security policies and procedures governing
third-party vendors (including fourth-party developers) involved in software development, to ensure the
security, quality, and compliance of the software.

5.2. Specific controls. Supplier shall: (i) conduct security due diligence, including security posture reviews and
risk assessments on third-party providers; (ii) perform security assessments of subcontractors and ensure
they implement security controls equivalent to those of Supplier; and (iii) implement a secure handover
or exit process requiring all source code, documentation, and sensitive data to be returned or securely
destroyed, and all access to be revoked, upon termination.

6. Asset Confidentiality. Supplier shall ensure that all assets delivered to SHEIN, including but not limited to
application source code, compiled installation packages/images, and specific runtime environment
configuration files, are not published or stored on any publicly accessible channels (such as public container
registries, public code hosting platforms, public forums, etc.). Supplier is obligated to implement effective
measures to prevent unauthorized public disclosure of such assets and shall cooperate with SHEIN in conducting
necessary audits to verify compliance.
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ANNEX 4 — SHEIN ON-PREM DEPLOYMENT REQUIREMENTS

This Annex 4 = SHEIN.On-Prem Deployment Requirements (“Annex 4”) applies to the extent that Supplier installs,
manages, or operates Warehouse Automation software or systems within SHEIN-controlled physical environments
(e.g., server rooms or colocation centers) for localized deployment. “Warehouse Automation” means the use of
advanced technologies, systems, and equipment to automate warehouse operations and management tasks,
including but not limited to the storage, handling, sorting, and inventory tracking of goods, as well as associated data
processing activities. Warehouse Automation is.intended to reduce manual intervention and improve operational
efficiency and management standards. This category includes software solutions that are managed by the Supplier
but physically hosted in SHEIN’s in-house server rooms. Warehouse Automation software or systems are typically
accessed by SHEIN through a web browser or proprietary interface and commonly involve the storage, Processing,
and transmission of data.

Unless otherwise stated, in the event of a conflict between the Primary Agreement and this Annex 4, the terms of
this Annex 4 shall control with respect to the security of the on-premise deployment.

1. Secure Software Development

1.1. General. Supplier shall implement and maintain policies and procedures to ensure the security and
integrity of all software provided to SHEIN throughout its Software Development Life Cycle (SDLC).

1.2. Specific Controls. Supplier shall: (i) integrate security requirements into each phase of the SDLC; (ii)
conduct static (SAST) and dynamic (DAST) security testing and vulnerability assessments; (iii) follow
industry-recognized secure coding practices (e.g., OWASP, SANS/CWE) and perform secure code reviews;
(iv) regularly” scan and patch third-party components for vulnerabilities; and (v) separate test
environments from production, ensuring test data is controlled and removed before deployment.

2. Security Assessments and Testing

2.1. General. Supplier shall perform regular assessments to identify and remediate vulnerabilities throughout
the system and data lifecycle.

2.2. Specific Controls. Supplier shall: (i) conduct vulnerability assessments regularly, categorizing findings
using industry standards (e.g., CVSS); (ii) remediate vulnerabilities based on severity: Critical within seven
(7) days, High within fourteen (14) days, Medium within thirty (30) days, and all others within sixty (60)
days; (iii) maintain readiness to respond to zero-day vulnerabilities; (iv) conduct annual penetration
testing by a trusted third party, confirming resolution of Medium, High, and Critical issues within thirty
(30), fourteen (14), and seven (7) days, respectively; (v) conduct annual third-party code audits with
confirmation of resolution or absence of Medium or higher-risk vulnerabilities.

3. Change and Configuration Management

3.1. General. Supplier shall maintain policies and procedures for secure change and configuration
management. Supplier shall notify SHEIN of material changes in a timely manner.

3.2. . Specific Controls. Supplier shall: (i) document, test, and approve changes before production deployment;
(i) implement version control and maintain change records; (iii) review configurations for policy.and
regulatory compliance; and (iv) maintain rollback procedures.

4. Software Updates
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5.

10.

11.

12,

13.

4.1. Patch Management. Supplier shall maintain a robust patch management program and apply critical
patches within twenty-four (24) hours and all others in a timely manner aligned with industry practices.

Third-Party Management

5.1. General. Supplier shall implement policies for managing risks associated with subcontractors or other
third parties involved in the software development or deployment process.

5.2. Specific Controls. Supplier shall: (i) conduct security due diligence on subcontractors, including security
posture and risk assessments; (ii) ensure equivalent or stronger security measures are maintained by
subcontractors; and (iii) implement secure transition procedures upon contract termination, including
secure return or disposal of data and revocation of access.

IT Management. Supplier shall maintain IT management standards and operational manuals. Dedicated IT
personnel shall oversee daily operations, maintenance, monitoring, and emergency response.

Network Security. Supplier shall implement strict access controls for network connections and limit exposure
to insecure or unauthorized processes.

On-Site Office Endpoint Environment. Supplier shall ensure all on-site endpoint devices have SHEIN-approved
software installed and conform to SHEIN’s standardization requirements.

Server Security. Supplier shall: (i) assign unique user accounts per server; (ii) ensure server accounts are
configured with passwords that comply with industry-recognized best practices for strength and complexity; (iii)
implement account lockout after five failed authentication attempts (excluding the fifth); (iv) maintain lifecycle
account management; (v) ensure proper upgrade and operational workflows; (vi) configure active-standby hot-
switch capabilities; and (vii) ensure no High or Medium vulnerabilities remain present on any production servers.

Asset Management. Supplier shall: (i) prohibit the use of removable media by on-site personnel to transfer data
without SHEIN’s prior written authorization; and (ii) implement an authorization. mechanism for installing or
using media drives.

Personnel Security. Supplier shall: (i) establish standardized onboarding/offboarding procedures for employees
involved in on-prem operations consistent with SHEIN’s policies; (ii) promptly notify SHEIN of

onboarding/offboarding events; and (iii) implement disciplinary protocols for violations of data security policies.

Emergency Planning. Supplier shall develop and test emergency response plans regularly to support business
continuity and ensure timely production recovery in the event of incidents.

Database Security. Supplier shall prohibit the use of default or weak passwords for database accounts and
implement security best practices for database access control and encryption.
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ANNEX 5 — THIRD-PARTY WAREHOUSE REQUIREMENTS

This Annex 5= Third-Party Warehouse Requirements (“Annex 5”) applies to the extent that Supplier provides
warehousing services on behalf of SHEIN, including but not limited to inventory storage, order fulfillment, returns
processing, or.other related logistics functions. Vendors subject to this Annex 5 may operate third-party warehouse
facilities, networks, and personnel that support SHEIN’s operations. This Annex sets forth the applicable technical,
physical, and organizational security measures that Supplier shall implement and maintain.

Unless otherwise stated, in the event of a conflict between the Primary Agreement and this Annex 5, the terms of
this Annex 5 shall control with respect to the security requirements of the warehousing services.

1. Business Continuity and Disaster Recovery

1.1. General. Supplier shall maintain comprehensive business continuity and disaster recovery capabilities to
ensure operational resilience and the continued delivery of warehousing services to SHEIN.

1.2. Specific controls. Supplier shall: (i) maintain documented Business Continuity Plans (BCPs) and Disaster
Recovery Plans (DRPs) addressing physical facility-related disruptions; (ii) review and test BCPs and DRPs
at least annually; and (iii) implement contingencies to support continued service delivery, including
alternate personnel, infrastructure, or logistics providers as needed.

2. Personnel Management. To the extent Supplier provides labor or workforce services within warehouse
operations supporting SHEIN, Supplier shall: (i) ensure that personnel do not privately install or operate routers,
wireless networks, hotspots, or similar infrastructure within the warehouse; and (ii) ensure compliance by all
assigned personnel with SHEIN policies, guidelines, and security protocols.

3. Physical and Environmental Security. To the extent Supplier provides warehouse facilities for SHEIN’s
operational needs, Supplier shall: (i) implement environmental controls to protect standardized IT environments
within the warehouse, including HVAC systems, humidity sensors, fire suppression systems, and uninterruptible
power supplies (UPS); (ii) implement physical security controls, including comprehensive perimeter and interior
surveillance systems with high-resolution, HDR, and night vision capabilities, with all recordings securely
retained; and (iii) implement secure access procedures such as visitor management, escorts, access logs, identity
verification, and regular audits.

4. Network and IT Infrastructure. To the extent Supplier provides network infrastructure and connectivity within
warehouses that support SHEIN operations, Supplier shall: (i) deploy and maintain a firewall at the internet
gateway, with a clearly defined firewall management policy specifying five key elements (Source Address,
Destination Address, Service or Port, Action, and Logging), and prohibit the use of 'any, any, any' rules; (ii) ensure
the network is properly segmented, with both wired and wireless deployments supporting strong signal
coverage and fast roaming capabilities; (iii) maintain continuous internet connectivity through at least two
redundant circuits; (iv) implement an intrusion prevention system (IPS) and intrusion detection system (IDS)
that covers IP reputation; (v) respond to security alerts and assist in resolution efforts to maintain connectivity
and operations; (vi) coordinate the allocation of routable static IP addresses for SHEIN’s use; (vii) implement
access controls such as 802.1x and MAC address filtering; (viii) conduct regular security assessments of network
equipment including switch configurations and access point reviews; and (ix) review and disable unauthorized
internet functions on warehouse endpoints.

5. . Asset Management
5.1. General. Supplier shall implement asset management practices to ensure the integrity, accountability,

and secure handling of all warehouse and IT assets.
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5.2. Specific controls. Supplier shall: (i) implement a lifecycle asset tracking program for all warehouse and IT
equipment; (ii) ensure the ability to remotely wipe sensitive data from lost or stolen devices; (iii) require
encryption, access controls, and authorization for all removable media; and (iv) securely decommission
assets, ensuring complete data erasure or physical- destruction prior to disposal or reuse.
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